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SEC IM examiners probing firms on their 
use of temporary principal trading rule

This year could bring the end of Advisers Act rule 
206(3)-3T  (temporary rule for principal trades with 
certain advisory clients) – although this has been said 
before (IA Watch , Dec. 18, 2014). The SEC’s Division 
of Investment Management has stated that it has been 
examining dual-registrants to help it assess whether the 
rule is necessary.

IA Watch has obtained a new document request 
letter  that IM sent to a firm inquiring about the 
temporary rule. This new exam comes months after the 
Parallax enforcement action that focused on principal 
trading violations (IA Watch, Aug. 18, 2015).

Advisers Act section 206(3)  (prohibited transact-

When striving for strong cybersecurity 
P&Ps be sure to keep them achievable

An IT consultant was hired recently by Ridgefield 
(Conn.) Capital Asset Management ($166M in AUM) 
to help CCO Lorraine Walls develop cybersecurity 
P&Ps. She’s not alone.

A CCO in Chicago tells IA Watch her firm recently 
went with Advisor Armor  to help it construct cyber 
P&Ps, as well as to set up a system for the CCO to 
monitor and document compliance with them.

It may well be wise for advisers – especially smaller 
firms – to collapse their cybersecurity P&Ps into a 
broader policy. 

“You don’t want to adopt policies that are so over 
the top as to be meaningless,” warns Karen Huey of 
Professional Compliance Assistance in Woodstock, 
Ga. So there are times “when it’s appropriate to combine 
policies,” she adds.

For example, Huey often counsels smaller advisers to 
combine policies for building security, privacy, identity 
theft red flags and anti-money laundering into an over-
arching cybersecurity P&P. 

The resulting policy begins with an introduction 
that acknowledges that “there is no specific requirement 

SEC issues investor bulletin on 
crowdfunding for investors

Come May 16, start-up and early stage companies 
will be permitted to use crowdfunding to offer and sell 
securities to investors (IA Watch , Oct. 30, 2015). 
Those investors can only participate in a crowdfunding 
offering through an online platform of a broker-dealer or 
funding portal registered with the SEC and a member 
of FINRA. Broker-dealers jumping into the arena are 
required to offer educational materials to help investors 
understand this type of investing. 

On Feb. 16, the SEC’s Office of Investor Education 
and Advocacy released an Investor Bulletin  on sec-
urities-based crowdfunding. The six-page bulletin advises 
investors that they will “have to open an account with the 
crowdfunding intermediary.”

The educational materials provided to crowdfunding 
investors by broker-dealers will have to detail the 
varied risks involved when making a crowdfunding 
investment. “You should take advantage of this resource 
to educate yourself and understand the risks of making 
crowdfunding investments,” the SEC recommends to 
potential crowdfunding investors.

Risks revealed
Broker-dealers would be well served by taking a look 

at the Investor Bulletin since the SEC specifically called 
out risks it feels investors should consider before making a 
crowdfunding investment, including:
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Principal Transactions (Continued from page 1)

ions by IAs) requires firms executing principal trades to 
disclose “to such client in writing before the completion 
of such transaction the capacity in which he is acting and 
obtaining the consent of the client to such transaction.”

Trained on temporary rule
However, the new document request letter shows the 

SEC isn’t interested in compliance with section 206(3) 
but only rule 206(3)-3T. It asks about the firm’s use of 
principal transactions in reliance on the rule, including 
the number of accounts that are both brokerage and 
non-discretionary advisory accounts, total AUM for these 
accounts and which accounts gave written consent to 
engage in principal transactions and who revoked their 
permission during the exam period.

Examiners also seek the gross value of transactions 
executed under reliance of the rule, the types of securities 
transacted, any relevant compliance P&Ps and records 
“memorializing clients’ oral consent (or refusal to give oral 
consent)” under the rule. 

Private placements once again surface 
as a FINRA priority 

In its 2016 exam priorities , FINRA says it will 
focus on private placements, including suitability, 
disclosure and due diligence. No surprise there. Private 
placements have been a perennial priority for the SRO. 

FINRA says its focus this year will include general 
solicitations for qualified investors allowed under the 
JOBS Act as well as crowdfunding aimed at small 
investors (see story on page 1).

Given slumping oil prices and concerns over 
the direction of interest rates, experts believe private 
investment vehicles that involve the oil and gas industry 

or that are interest-rate sensitive will also likely be in the 
cross-hairs. 

Focus on risk
Firms should also consider focusing anew on the 

core riskiness of the offerings. Problems with private 
placements, they note, are frequently compounded when a 
firm treats them differently than other types of securities 
because they are sold to accredited or qualified investors. 

“Some firms have, historically, employed a de facto 
suitability standard for such investors that is different 
than the standard applied to retail investors,” observes 
Ivan Knauer, a former FINRA enforcement official, now 
a partner in the Washington office of Pepper Hamilton. 

His advice: “In the current regulatory environment, 
I would counsel firms to avoid any suggestion of a double 
standard and make sure that the product is not inherently 
risky.”

Red flags unheeded
Here’s how some firms have recently gotten into 

trouble over private placements, and what some of 
them are doing about it. Finance 500 in Irvine, Calif., 
agreed to settle charges relating to the offering of four 
thinly-traded OTC issues. Its investment banking 
department, which sold the shares, allegedly missed or 
ignored a number of red flags as part of its due diligence, 
including evidence of self-dealing by the CEO of one 
issuer who was having the company pay for luxury living 
accommodations.

Finance 500 was also criticized for supervisory fail-
ures. Advertising materials were being sent to customers 
without its knowledge or approval. Issuers were permitted 
to make customer presentations that, in one case, did not 
disclose going-concern questions raised by an auditor.

(Private Placements, continued on page 3)
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Make no mistake about it - Cybersecurity is a 
top examination priority for the SEC in 2016

FOR F INANCIAL SERV ICES
CYBERSECURITY

According to a settlement  with FINRA in Decem-
ber, Finance 500 agreed to a censure and an $85,000 fine. 
Among its corrective actions: It shut down its investment 
banking department and terminated the registered reps 
involved.

Exemption-less general solicitation 
In a complaint  filed recently, FINRA accused 

Ridgeway & Conger of New Woodstock, N.Y., of 
offering unregistered securities to retail investors with-
out a general solicitation exemption, and charging un-
disclosed mark-ups of up to 33%.

The securities were interest-only strips from U.S. 
Small Business Administration loans that were meant 
for qualified institutional buyers only. 

Two reps at the firm sent e-mails to more than 
115 customers guaranteeing a 20% return on their 
investments, statements that FINRA said were false and 
misleading. The firm sold the strips to five customers via 
riskless principal trades: it had the customers’ purchase 
orders in hand when it bought the strips from the place-
ment agent.

Besides the registered reps, the complaint names 
CEO Leigh Garber, who allegedly gave her written 
approval for the sale to the five investors despite having 
three months earlier assured the placement agent that the 
strips would be only sold to qualified buyers. Neither the 
firm nor Garber could be reached for comment. 

Check sub-accounts for suitability 
Lincoln Financial Advisors Corp. in Fort Wayne, 

Ind., was fined $150,000 and censured after investors lost 
money in a hedge fund that was offered as a sub-account 
to a private placement variable annuity, according to a 
settlement  with FINRA last September. 

Some 25 customers of the firm’s Denver and Salt 
Lake City offices who had invested a total $11.7 million 
in the hedge fund incurred losses when the hedge fund 

was shut down in 2010. The firm’s written supervisory 
procedures limited investments to no more than 10% 
of net worth in hedge funds and other alternative 
investments. Those limits that were ignored.

Lincoln’s alleged mistake: While it conducted 
suitability reviews concerning the initial sub-account 
allocation, it did not conduct similar reviews when 
customers re-allocated their investments. It also failed 
to provide sufficient guidance to reps concerning 
concentration of customer assets. 

Lincoln spokesman Michael Arcaro notes the issue 
dates back to 2008 and involved a small number of 
customers and advisors. Lincoln previously resolved all 
client matters as a result of reaching an agreement with 
FINRA, he adds.  

Private Placements (Continued from page 2)

for a defined ‘Cybersecurity’ policy,” but that the firm 
recognizes “the importance of identifying and mitigating 
various threats that fall into this general category .... 
Our compliance program has individual policies that 
collectively make up our Cybersecurity program.” 

More action by your peers
Some advisers are further down the road on cyber-

security. Roosevelt Investment Group ($2.4B in AUM) 
in New York recently hosted the second annual visit by its 
cybersecurity consultant. Progress has been made.

The consultant engages in “social engineering” by 
phoning 10 staffers using a script that has the person 
posing as a representative from Microsoft who needs to 
gain online access to the person’s computer. “This past 
year nobody fell for it,” says General Counsel/CCO 
Steven Weiss. This tells him that the firm’s message is 
getting through – that staff must first alert compliance or 
IT to such potentially dangerous calls.

A different route to the same destination can be 
seen at Appleton Partners ($6.5B in AUM) in Boston. 
The adviser hired Wombat Security Technologies  
to help train staff to stay away from suspicious e-mails. 
Wombat’s software can send an e-mail to select employees 
that should set off warning bells. If a person were to open 
it, the software would flash instant feedback as to why 
he shouldn’t have, e.g., misspellings in the e-mail. This 
provides “a teachable moment,” says Michele Hubley, 
Appleton’s CCO/HR director. 

The firm held its first training session in December 
and more are planned to inculcate staff with what to 
watch out for with respect to suspicious e-mails. “Now we 
want to test that they’re” not opening the e-mails thanks 

Cyber Steps (Continued from page 1)

(Cyber Steps, continued on page 4)
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More signs the SEC and the DOL are 
collaborating

The Midwest investment adviser had wended its way 
successfully through an SEC exam only months before an 
examiner from the Department of Labor arrived. Mere 
minutes into the initial interview, it became clear that 
the DOL inquisitor knew about a deficiency cited by the 
SEC.

“My first impression was, ‘Oh God, they know. 
They’ve talked with the SEC,” says the firm’s CCO. The 
interaction left the compliance officer with undisputed 
evidence that the two regulators are collaborating.

Our recent coverage of OCIE’s ReTIRE initiative 
noted that the two regulators have signed an MOU 
pledging cooperation (IA Watch , Feb. 11, 2016). The 
insight from the Midwest CCO carries extra urgency 
because sources say that at least five IAs in the region 
have undergone or are undergoing a DOL exam. Sources 
say the DOL inquiries can last from two months to more 
than one year.

Focus areas vary from exam to exam. One hot 
item was cross trades involving ERISA clients. Trading, 
suitability and allocations also attracted attention. “They 
want proof that you’re treating everyone fairly among 
ERISA clients,” says the CCO of the DOL. 

One tip is to conduct due diligence on private 
offerings in the secondary market. Some of these lack 
offering documents and can seem opaque. You can get 
representations from a broker. You do want to make sure 
these investments are suitable for the ERISA clients. 
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Cyber Steps (Continued from page 3)

to use of the new software, she says.

Roosevelt’s Weiss circulates news stories of firms hit 
hard by a lone employee who opened the wrong link. “As 
a reminder to folks here ‘just don’t click on every link that 
comes your way,’” he says.

Another step taken by the Chicago CCO was the 
purchase of encryption software from Symantec . “If 
someone were to breach our security, then we’d have a 
second layer” of protection, she says. Her only concern 
is what if the firm were to lose the encryption key. She 
supposes Symantec would provide another one.

Ask when confused
Given that CCOs can be intimidated by tech 

gobbledygook when speaking with IT professionals, 
“don’t be afraid to say ‘I don’t understand what you’re 
telling me,’” recommends Buddy Doyle, founding 
principal/CEO at Oyster Consulting in Glen Allen Va. 
“Keep asking questions,” he encourages.

Compliance should work jointly with IT to develop 
a solid risk assessment related to cybersecurity, Doyle 
believes. But go it alone when it comes to penetration 
testing. Don’t let IT know when testing will occur. “You 
want them in their natural state,” says Doyle, so IT 
doesn’t bias the results.

Check on your vendors
Conservest Capital Advisors ($1B in AUM) in 

Wynnewood, Pa., hired IT pros to install an application 
on its vendors’ systems to test their security when they 
accessed the adviser’s data, says CCO Robert Schneider. 
They also visited the vendors to ensure they had put 
promised security controls in place.

Fortunately for the adviser, the four vendors that 
touch some of its sensitive data all reside within an hour’s 
drive of the office. “We visit our vendors” annually, 
says Schneider, referring to the new vendor cyber due 
diligence process his firm has established. The vendors 
also have to attest to their dedication to cybersecurity 
each quarter. 

It’s too easy to miss a cyber slip-up at a vendor. For 
example, what if an employee at a vendor took work 
home over the weekend and logged on via an unsecured 
Internet connection? Don’t take for granted that the 
vendor has thought of such scenarios, cautions Schneider. 


Click here to subscribe to IA Watch’s 
YouTube Channel  

Latest financials from Financial Planning 
Association show decreasing losses

When it’s all added up, the Financial Planning 
Association suffered a $40,000 loss in 2014, according 
to its most recent IRS-990 filing . However, when 
contrasted against the $175,000 loss from the year before, 
the FPA’s numbers suggest progress is being made.

As the table on page 5 shows, the association’s finan-
cial cushion stands at $2.5 million – nearly 7% lower 
than 2013 (the association’s fiscal year runs from June 
through May).

The highest paid staffers at the Denver-based group 
were CEO Lauren Schadle ($263,000); Christian Mills, 
corporate relations manager ($154,439); and Director of 
Corporate Relations Jeffrey Hensal ($121,000). 

Revenues came mostly from the $6 million paid by 
members. Event sponsors contributed $1 million and 

(FPA’s Financials, continued on page 5)
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event registrations totaled just shy of this mark. Another 
$132,000 came in from royalties and inventory sales.

On the expense front, conferences cost the association 
$1.3 million. Travel costs tabulated $492,000. The asso-
ciation also budgeted $370,000 for lobbying.

The FPA’s Journal of Financial Planning is within 
a wholly-owned subsidiary and produced $837,000 in 
income in its own right. 

FPA’s Financials (Continued from page 4)

A comparison of numbers from the FPA’s 990 reports, 2013-2014
Financial Planning Assn. 2013 2014 % diff

Program Service Revenue  $9,099,977  $8,851,785 -2.7%
Investment Income  $59,481  $93,592 57.3%
Total Revenue  $9,329,458  $9,101,169 -2.4%
Salaries  $3,538,838  $2,966,728 -16.2%
Other Expenses  $5,965,354  $6,175,267 3.5%
Total Expenses  $9,504,792  $9,141,995 -3.8%
Revenue Less Expenses  $(175,334)  $(40,826) -76.7%
Net Assets/Fund Balances  $2,731,941  $2,546,423 -6.8%
Source: The FPA’s IRS Form 990 filing . Its fiscal year runs from June-May (see story on page 4). 

Deep dive into arbitration cases yields 
some surprises 

Customers win about half the time when they take 
claims to FINRA arbitration panels. But what amount of 
damages do they actually receive? In many cases, it turns 
out, the answer is surprisingly little. 

That’s a conclusion from an in-depth new study  
of FINRA arbitration cases. The study offers insights 
that could aid you should your firm be subject to an 
arbitration claim. 

Who wins in arbitration cases is undoubtedly import-
ant. But arguably even more important is the size of the 
awards. How often do claimants get what they want? Are 
crippling punitive damages at all frequent? What about 
attorney’s fees, costs and interest? 

Enter former securities litigator and Legg Mason 
litigation chief Dana Pescosolido, who operates a med-
iation and consulting practice in Amelia Island, Fla. He 
did a deep dive into FINRA arbitration data for 2015 to 
find out how customers fared when cases were decided 
by all-public or majority-public panels. As expected, 
claimants received nothing in about half of the 250 cases 
that the panels decided. He then focused on a group of 
103 cases where awards were made and the claimant had 
requested a specific amount.

Among his findings include that:

1. Two-thirds receive less than 25%. Some 32 
of the 103 claimants were awarded less than 25% of 
the damages requested. The outlook is even bleaker – a 
66% likelihood of recovering less than 25% – when you 
factor in all the cases where the panels awarded claimants 
nothing. Put another way: two-thirds of claimants would 
have done better to take negotiated settlements for 25% 
on the dollar.  

2. No bell curve: extreme awards identified. A 
large chunk of the awards (about 40%) were at the highest 
or lowest ends of the spectrum. Claimants received from 
1% to 10% of the amount requested in 17 of the 103 
cases. They received between 91% and 100% in 21 of the 
103 cases, including 16 who received 100% of damages 
sought.

The extremes suggest that averages and medians 
are less significant when predicting the outcome of 
arbitrations. They also suggest that claimants and 
respondents alike are not accurately evaluating the 
strength of their respective cases. 

“People fall in love with their cases. We are all guilty 
of that,” Pescosolido says. “You might have a bad fact and 
you are just blind to it.”  

Punitive damages and other ‘sweeteners’ 
Attorney’s fees, punitive damages, costs and interest 

are the norm in cases where claimants get 100% of their 
damages – but much less of a factor in cases with smaller 
recoveries, the study finds. 

Such “sweeteners” were awarded in 14 of the 16 cases 
where panels found for 100% of compensatory damages. 
Just 36% of all other cases got the sweeteners.

The awarding of punitive damages were relatively 
rare, yet a growing threat. They were issued in 11 of the 

(Arbitration, continued on page 6)
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 √ Speculative. The SEC cautions that investors 
should be able to afford and be prepared to lose their 
entire investment.

 √ Illiquidity. Investors will be limited in their 
ability to resell their investment for the first year and may 
need to hold their investment for an indefinite period of 
time, the SEC notes.

 √ Cancellation restrictions. Investors’ ability to 
cancel their investment commitment is limited. The SEC 
stresses that investors won’t be able to pull out once the 
offering period is within 48 hours of ending.

 √ Valuation and capitalization. “The valuation of 
private companies is difficult and may risk overpaying for 
equity stake,” the SEC states.

 √ Limited disclosure. Investors may have only 
limited continuing disclosure about their crowdfunding 
investment.

 √ Possibility of fraud. The SEC cautions that 
there is no guarantee that crowdfunding investments will 
be immune from fraud.

Further requirements
Broker-dealers also have follow-on requirements 

attached to the educational materials. Firms must ensure 
that investors review the educational materials and that 
crowdfunding investors will have to positively affirm that 
they understand they can lose all of their investment and 
that they agree they can bear such a loss. Investors will 

further have to demonstrate that they understand the 
risks of crowdfunded investing. 

Through their crowdfunding platforms, broker-
dealers are also required to have communication channels 
transparent to the public—such as an online forum—
relating to each particular investment opportunity. 
Investors will have the ability to weigh in on the pros and 
cons of an opportunity and be able to ask the company 
questions through these channels, the SEC states. “It may 
be worthwhile to monitor these communication channels 
before and after you make your commitment to invest,” 
the bulletin states. 

Crowdfunding Warning (Continued from page 1)

Arbitration (Continued from page 6)

103 cases where claimants prevailed. Four of the punitive 
damage awards were for 200% or more of compensatory 
damages.

The 4% likelihood of such a large punitive award 
suggests a respondent with “bad facts” ought to think 
about adding something to the settlement pot, the study 
states.

Pescosolido notes that his sample size is small, and 
that there’s obviously no guarantee that your case will 
follow the patterns he identified. Client risk tolerance and 
panel composition are considerations as well, he adds. 
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